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This document contains a brief analysis of the contemporary situation in the field of operational
technology and industrial control system security. An approach
security is outlined
the actual product testing that has been performed in CyberLympha product testing labs.
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The purpose of the document is providing the reader with relevant information on overall approach,
functions and features of the compared solutions.
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- Events generated by the assets are an invaluable source of data concerning system operation. Event
collection and enrichment, essential for precise incident detection, powers quick and on-target

response
- Hackers attempt to use exploits whenever possible. We scan the assets for possible vulnerabilities

and provide security personnel with lists of detected caveats that require updates or configuration
changes

- Our key focus is providing a comprehensive OT security monitoring solution including anomaly
detection to businesses of any size from any industry, including Customers that operate critical

inf
° C)r~

rastructure

‘en enough industrial infrastructures include multiple sites that may have a significant geographical

span. Our solutions fit any infrastructure, be that a relatively small single-site power plant, multiple
production sites dispersed throughout the region or a vast network of hundreds of small sites
connected by low-bandwidth WAN links — we know how to address each task and provide every
security measure without compromising asset operation

This a

oproach enables us to protect different OT infrastructures operated by the Customers from various

inaustries:
- Oil and Gas - Metallurgy
- Energy and Generation - Water processing plants
. Chemical industry - Automotive and other manufacturing facilities
- Nuclear energy « Other industries

A typical diagram of a CyberLympha OT security system is provied below.
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—or example, CyberLympha’s flagship product, CL DATAPK, supports both query (active) and observation
(passive) operation modes, allowing the Customers to strike a balance between security efficiency and
impact risks.

Agentless operation is another important advantage of CL DATAPK. All data is collected using mechanisms
and protocols built into the assets. This is especially relevant for highly critical OT infrastructure.

CL DATAPK is based on a modular architecture that allows flexible adaptation to Customer's OT
infrastructure of any scale and complexity. Adding vulnerability descriptions and event correlation rules in
‘esponse to changes in threat landscape or expanding supported protocols lists can be performed on the
fly without the need to modity product code or wait for patches and updates. This allows CL DATAPK to
support security deployments for both new and legacy systems designed by different vendors that have
established presence in for various industries.

Conclusion

The main difference of the CL DATAPK from the competition is the ability to operate in active mode, that
Utilizes protocols and mechanisms built into the assets to collect additional data without impacting asset
operation, in addition to traditional passive mode that solely relies on network traffic analysis.

3ased on the product features comparison CL DATAPK has better overall solution capabilities:

. Comprehensive security monitoring, including network analysis, asset inventory, event processing
and vulnerability scanning

- Sophisticated asset inventory that includes hardware, software and process configuration
management functions for all types of assets

. Ability to monitor and detect attacks that start with asset configuration changes (i.e. using USB sticks).

- Ability to correlate data collected from different sources, such as network traffic and asset events

« Scalability ranging from all-in-one single box deployment to multisite hierarchical installations

« ADility to adjust to any protected asset type, including both legacy and newest systems as well as
highly customized OT environments

These capabilities allow our Customers to lower both TCO and OpEX, requiring less statf and allowing the
security operations to automate routine security check-up tasks.

In order to facilitate and prove the conclusions given in this document we strongly recommend solution
testing on Customer infrastructure.



